
Today’s Ransomware 

Jul. 25, 2016 

1. I’ve received two ransomware. 

 

- jsshim_C90EE7A.zip => sales report 4c4.wsf 

  
 

- 4AF358_jsshim.zip => sales report a67.wsf 

 

 

 

 

 



2. Victim under attack 

- jsshim_C90EE7A.zip  

C:\login account\AppData\Local\Temp\UmUfyXxfu33IG.exe 

 

Phase 1 : Files are being encrypted under ransom attack. 

 

 

Phase 2 : Attack is over, the screen has changed with the warning message. 

 

 

 

 



- 4AF358_jsshim.zip 

C:\login account\AppData\Local\Temp\jqOHQHYzZ.exe 

 

Phase 1 : Files are being encrypted under ransom attack. 

 

 

Phase 2 : Attack is over, the screen has changed with the warning message. 

 

 

 

 

 

 



3. Blocking by RansomFree® 

- jsshim_C90EE7A.zip  

 

       

   

 

 

 

- 4AF358_jsshim.zip 

 

   

☞ TrojanCut® is blocking in real-time until the unknown ransomware. 

As you see the above, 

C&C server is changing all the time. 

77.222.54.202 RUSSIA 

194.1.236.126 RUSSIA 


